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Abstract Biosecurity underpins the Australian agricultural sector, estimated to be worth $51 billion in exports and trade, $50
billion in tourism, $5.7 trillion in environmental assets, and more than 1.6 million jobs. Given the value to the Australian economy
and the potential consequences of a deliberately introduced biological agent, measures to prevent malicious biosecurity threats
are critical for national security. Using the framework of Situational Crime Prevention (SCP), the study examined recommended
biosecurity practices for cattle production enterprises in Australia and explored the extent to which the Australian biosecurity
framework is underpinned by preventative security. The study found the existing biosecurity framework has limited theoretical
security underpinning and is constituted by practices primarily aimed at preventing naturally occurring and accidental threats, rather
than an active preventative security approach at the farming level to mitigate threats of a malicious or deliberate nature. These
findings identify a deficit in Australia’s national security approach to biosecurity in cattle production enterprises, establishing a need
for biosecurity recommendations at an industry and primary production level to embed security theory and principles to account
for malicious actors in alignment with international biodefence strategy. Subsequently, the study demonstrated how security theory
can be applied to biosecurity and the agricultural sector more broadly and developed an SCP framework toward biodefence of
agriculture, converging biosecurity and security as a bilateral approach to mitigating naturally occurring, accidental, and deliberate
biosecurity threats.

1 Introduction

Agricultural systems around the world, including Australia, may be highly vulnerable to malicious attack from international and
domestic terrorists, militant animal rights activists, economic opportunists, biocriminals, and motivated individuals [1–3]. A delib-
erately introduced pathogen has the potential to disable an entire agricultural industry and national economy, food production,
and supply chains and could further impact human health in the event of a deliberately introduced zoonotic disease affecting both
animals and humans. Modern agricultural production, distribution, and trade is a global endeavor, and as such, the implications of
a malicious attack on agriculture could be catastrophic [4–7].

In recent years, biosecurity risks resulting from unlawful access to Australian agriculture have been demonstrated through
several deliberate incidents on farming properties, including trespassing and theft of livestock by animal activists, and the deliberate
contamination of farm produce [8–12]. However, the risk of more serious incidents such as terrorism, agro-terrorism, and biocrime
may increase where malicious actors are able to acquire pathogens from naturally occurring outbreaks, from microbiological facilities
with inadequate security measures, or by exploiting advances in biotechnology to create or modify existing pathogens for deliberate
introduction or release [13, 14].

Recently, the spread of Foot and Mouth Disease (FMD) within Indonesia has created significant concerns regarding the impact
a FMD outbreak would have on the Australian agricultural industry, exports, and wider national economy if the virus were to
penetrate the national border [15]. An outbreak of FMD is estimated to cost $80 billion in industry and trade and could result in the
destruction of millions of animals [16, 17]. Pre-border and border-based biosecurity efforts are proactive and extensive and have
thus far prevented FMD and other diseases being introduced to Australia. However, the response at the border is reliant to some
extent on the cooperation of incoming travelers in complying with biosecurity control measures and therefore may not detect all
potential sources of high-consequence pathogens or prevent their introduction and transmission [18–21]. Consequently, deliberate
attempts to conceal such pathogens may succeed in penetrating existing border defenses and farming enterprises.

Despite the global biosecurity literature indicating that the implementation of biosecurity practices on farms can help mitigate the
deliberate introduction and spread of biological organisms [2, 3, 22], there are currently no mandatory requirements for Australian
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cattle production enterprises to implement preventative security measures or biosecurity practices at the farming level. This limitation
suggests a disconnect between the Australian biosecurity framework and the best practice in international biodefence strategy, where
biosecurity measures are used in conjunction with frameworks, systems, policies, and practices to mitigate biological threats across
the risk continuum [3, 23–25]. Unlike Australia, the international biodefence approach is holistic and explicitly recognizes threats of
a malicious nature, incorporating security theory into biosecurity definitions and approaches with a strong emphasis on preventative
strategies [3, 26–28].

The disconnect between the Australian biosecurity framework and international biodefence strategy raised questions as to the
prevalence and nature of preventative security measures incorporated into biosecurity practices at the farming level and the poten-
tial vulnerability of livestock production enterprises to malicious biological threats. Subsequently, the study examined published
recommendations of biosecurity practices for Australian cattle production enterprises to explore the extent to which the current
biosecurity framework can account for and reduce opportunities for malicious biosecurity threats at the farming level.

2 Study aim

The study examined the extent to which underlying security theory and principles are incorporated into the current biosecurity
framework using Situational Crime Prevention (SCP), as both a foundational and criminological approach to mitigating threats
within the spectrum of security [29–35]. Subsequently, the study reviewed published recommendations of biosecurity practices
for cattle production enterprises in Australia to evaluate the presence of SCP categories and techniques and further developed an
architecture of practices to account for malicious biosecurity threats in alignment with international biodefence strategy [25, 26, 28].
The SCP framework toward biodefence converges biosecurity and security as a bilateral approach to mitigating naturally occurring,
accidental, and deliberate biosecurity threats and demonstrates how cattle production enterprises and the broader agricultural sector
can be included within a wider national biodefence strategy.

3 Theoretical framework

Situational Crime Prevention (SCP) [29] was used as the study’s underlying theory to explore the extent to which the current
biosecurity framework incorporates preventative security measures within biosecurity publications at the farming level. The work
of Lab [34] noted that SCP embodies rational choice theory in that offenders have control over their actions and that there is a
clear belief that offenders make rational choices to offend based on a personal cost-benefit analysis [34]. Therefore, SCP premises
that manipulations to the immediate environment in a manner that will increase the effort involved, increase the risks, decrease
the rewards, reduce provocations, and remove excuses will drive offenders to seek out situations where there is less effort and risk
required [34]. The development of SCP over time has seen the application of techniques expanded to emerging and contemporary
situations including organized crime, identity theft, and terrorism [36]. The contemporary SCP typology (Table 1) consists of a
rubric of five overarching crime prevention categories embodying situational-focused techniques that can be used individually or
collectively to deter and prevent an offender targeting specific types of crimes at specific locations [31–34].

The appropriateness of SCP to mitigate deliberate and malicious acts such as terrorism or bioterrorism has been supported across
the broader crime prevention literature [36–39]. Freilich and Newman [36] assert that although terrorism is often seen as a political
problem, responses which are anchored outside of political theory may, in fact, offer a more holistic solution. They explicitly affirm
the use of SCP to mitigate opportunity for the expression of discontent through harmful actions, by limiting the opportunities
through target hardening and access control measures, increasing the risks through increased surveillance and detection measures,
and reducing the rewards through harm reduction techniques. Clare and Morgan [37] affirm SCP as a proactive approach to mitigate

Table 1 Twenty-five techniques of situational crime prevention

Increase the Effort Increase the Risk Reduce the Reward Reduce Provocations Remove Excuses

1. Target Harden 6. Extend Guardianship 11. Conceal Targets 16. Reduce Frustrations and
Stress

21. Set Rules

2. Control Access to Facilities 7. Assist Natural Surveillance 12. Remove Targets 17. Avoid Disputes 22. Post-Instructions

3. Screen Exits 8. Reduce Anonymity 13. Identify Property 18. Reduce Arousal and
Temptation

23. Alert Conscience

4. Deflect Offenders 9. Use Place Managers 14. Disrupt Markets 19. Neutralize Peer Pressure 24. Assist Compliance

5. Control Tools/Weapons 10. Strengthen Formal
Surveillance

15. Deny Benefits 20. Discourage Imitation 25. Control Drugs and
Alcohol

Adapted from ‘Crime Analysis for Problem Solvers in 60 Small Steps’ by R.V. Clarke and J.E. Eck, 2016, Center for Problem-Oriented Policing. Copyright
2016 by U.S. Department of Justice
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against deviance, referring to Clarke and Newman’s [38] Situational Prevention of Terrorism (SPT) in conjunction with additional
opportunity reducing techniques including political, social, and economic policy, diplomacy, harm minimization, and improvements
to increase the impact of legal, judicial, and law enforcement mechanisms.

4 Methodology

The study applied a mixed-methods approach across two research stages [40]. Stage One of the study undertook a systematic
review to develop biosecurity sub-themes from publications of biosecurity practices recommended for livestock (cattle) production
enterprises. Stage One further aligned the biosecurity sub-themes with Situational Crime Prevention (SCP) techniques, by placing
the developed themes within a SCP Biosecurity Rubric for validation in Stage Two of the study. Stage Two used a Multidimensional
Statistical Scaling (MDS) survey instrument to validate the placement of biosecurity sub-themes within the biosecurity Situational
Crime Prevention (SCP) Rubric, by measuring comparisons of ‘pairs of objects,’ consisting of both biosecurity sub-themes and
SCP techniques. Subsequently, by spatially conveying the relationship between concepts, MDS expresses how well the placement
of biosecurity sub-themes is within the Biosecurity SCP Rubric, with clustered object points indicating similarity and subsequently
correct placement [41–44]. The outcome of Stage Two was to validate the degree to which the populated Biosecurity SCP Rubric
was underpinned by security theory, thereby facilitating the development of an SCP framework toward biodefence of agriculture in
alignment with international biodefence strategy.

4.1 Stage One—systematic review

Stage One undertook a systematic review of published guides and manuals for recommended on-farm biosecurity practices in
livestock (cattle) production. The systematic review used a purposive dataset of publications of biosecurity practices recommended
for livestock producers (dairy and beef production). The review was conducted using formulated review questions, with inclusion and
exclusion criteria being developed in accordance with the systematic review process [45, 46]. The literature search was conducted
across 34 online sources and located more than 400 documents for evaluation. A total of 45 publications were identified for critical
appraisal, and 14 publications were included for extraction and theme development [45–47].

A Thematic Analysis was undertaken to generate descriptive biosecurity sub-themes from extracted data. A total of 2074 biosecu-
rity practices contained in the 14 selected publications were extracted for Thematic Analysis. An inductive approach to data analysis
was used, where the extracted biosecurity practices were grouped by thematic category (‘Initial Themes’), and dual-purpose biose-
curity practices were identified. Initial Themes were further analysed to develop overarching biosecurity sub-themes which were
then aligned with Situational Crime Prevention (SCP) techniques and categories (see Table 2) [34, 40, 48–51].

Following alignment with SCP categories and techniques, the developed biosecurity sub-themes were then embedded into a
Biosecurity SCP Rubric to reflect the security categories included in publications of recommended on-farm biosecurity practices for
WA Cattle Production Enterprises. The Biosecurity SCP Rubric was then taken into Stage Two of the study to verify the positional
aligning of biosecurity practices with SCP techniques using MDS. Expert verification of the positional alignment of biosecurity
sub-themes with SCP techniques subsequently validated the population of the Biosecurity SCP Rubric and, therefore, the degree to
which SCP theory is embedded in published recommendations of biosecurity practices.

4.2 Stage Two—Multidimensional Statistical Scaling (MDS) evaluation

Stage Two of the study validated the alignment of the Stage One biosecurity sub-themes with Situational Crime Prevention (SCP)
techniques and categories. This stage used Multidimensional Statistical Scaling (MDS) analysis, in which security and biosecurity
experts and competent professionals rated the dissimilarity of biosecurity sub-themes and SCP techniques to visually depict the
strength of the object relatedness. The MDS analysis was used to verify the positional aligning of biosecurity practices with SCP

Table 2 Alignment of biosecurity practices and themes with SCP categories and techniques

Recommended
biosecurity practice
from publication

Pub. no. Dual-purpose
Practice

Initial Themes Biosecurity
Sub-theme

SCP Category SCP Technique

Check animals for
health status before
purchasing

8 x Pre-purchase
Inspections

Entry Screening Increase the Risk Assist Natural
Surveillance

x Stock/Health
Declarations

Remove Excuses Assist Compliance
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techniques. As MDS uncovers underlying structure of associated concepts, this technique was used to verify or refute the alignment
of security and/or biosecurity themes extracted within the Stage One Biosecurity SCP Rubric [41–44].

Themes and categories from Stage One data analysis were inserted into an online survey instrument designed to allow participants
to rate the dissimilarity of the themes and categories tested [41, 42]. A dataset of ‘pairs of objects’ for testing was generated through
the random selection of biosecurity themes within three SCP Rubric squares (SCP Technique #2: Control Access to Facilities; SCP
Technique#22:Post-Instructions; and SCP Technique #24:Assist Compliance). To reduce ambiguity of survey terms, biosecurity sub-
themes and SCP terms were adjusted to include ‘practical’ language, introducing more tangible terms for presentation to participants
[50, 52]. The practical biosecurity themes and modified SCP terms, together with the central term ‘Biosecurity,’ produced 45 pairs
of objects for testing in the MDS Survey Instrument [41]. Participants rated the dissimilarity of two items at a time using a sliding
scale [41, 42]. The MDS survey was distributed electronically with a survey link to participants who met the developed criteria for
selection or those referred by snowballing technique (see Population and Sample).

Data analysis was conducted with Qualtrics and SPSS using descriptive statistics and Multidimensional Statistical Scaling (MDS).
Survey responses were exported from Qualtrics to SPSS, and descriptive statistics were generated from the survey responses. The
MDS analysis was conducted with SPSS software using the PROXSCAL algorithm. Mean scores were used to construct a half-matrix
in SPSS to enable a Scree Plot and Common Space map to be generated for analysis of participant responses [42, 44, 52]. The
Scree Plot is typically used to determine the number of dimensions suitable for the Common Space map by generating the highest
interpretability in conjunction with the lowest Stress value [42, 53].

A Scree Plot with a minimum of one-dimension and a maximum of nine-dimensions was generated to identify the number
of dimensions which should be used to minimize Stress when locating data objects as points in space [42, 44, 52]. A Scree Plot
with a minimum of one- and a maximum of three-dimensions produced a distinct ‘elbow’ at the second dimension, indicating
two-dimensions as being optimal for Stress [42, 44, 52]. Interpretation of the relatedness of data (object points) was facilitated
through generation of an MDS Common Space map [42, 44, 53]. Common Space maps were generated for all nine-dimensions, and
plots at three-dimensions and higher were found to have significantly reduced interpretability, again indicating two-dimensions as
being optimal for interpretability. The Common Space map generated for interpretation (see Analysis and results) therefore used a
minimum and maximum of two-dimensions [42, 44, 53].

4.3 Population and sample

The study used a nonprobability purposive sample of local, national, and international security and biosecurity experts and competent
professionals [52]. Development of the inclusion criteria for survey participation considered qualitative and quantitative elements of
both ‘expertise’ and ‘professional competence.’ The criteria for participation included security and biosecurity experts and profes-
sionals within multiple industries, activities, and with varying degrees of training and qualifications including professional security
and biosecurity practitioners, qualified security or biosecurity professionals, and individuals with extensive industry, government,
academic, or research experience in security or biosecurity.

The study used an acclamation approach and snowballing technique [52, 54]. Daniel [55] suggests a sample size of 30 participants
for nonprobability samples requiring analysis of minor sub-groups. Subsequently, the initial sample size for this study was 30
participants; however, the survey instrument was divided into two conditions to reduce the number of judgments required and
subsequently reduce the potential for participant fatigue [56]. Division of the survey into two conditions resulted in the sample
size increasing from 30 to 60 participants [56]. A total of 259 experts and competent professionals were contacted for participation
(including 27 participants referred via a snowballing technique) [52], with 66 participants from 18 countries and across six continents
responding to the survey (Survey One, n� 34; Survey Two, n� 32), giving an overall response rate of 25.48%. Of the 248 participants
initially identified, 10% (n � 25) were biosecurity experts or competent professionals, while 88% (n � 218) were security experts
or competent professionals, and 2% (n � 5) belonged to both populations.

4.4 Validity and reliability

In Stage One of the study, publications included in the systematic review were assessed by independent reviewers to ensure selected
publications met the inclusion criteria and satisfied the research objectives, thereby establishing face and content validity [48].
Independent reviewers were also used to ensure the coding and interpretation of themes were appropriate [57]. Validity for Stage
One was further achieved as a result of the Stage Two MDS analysis supporting the placement of Stage One themes within the
Biosecurity SCP Rubric. Validity of Stage Two results was supported through the MDS ‘Goodness-of-Fit’ by achieving a Stress
value of 0.00119 indicating the approximate Goodness-of-Fit of the data was ‘Excellent’ based on Kruskal’s Stress formula [42,
43]. Reliability of Stage Two was also evaluated through the MDS ‘Goodness-of-Fit,’ where the instrument was considered reliable
if the Stress value was less than 0.1 [42, 43, 58]. To further increase reliability, a test–retest method correlated the results of the
pilot study with the results of the main study using Cronbach’s alpha [58, 59]. The test–retest reliability coefficient was calculated
at 0.84 indicating good reliability in accordance with correlational scores in the range of≥0.8 and≤0.9 [60].
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Fig. 1 SCP categories and techniques represented in publications of biosecurity practices. Note: Adapted from ‘Crime Analysis for Problem Solvers in 60
Small Steps’ by R.V. Clarke and J.E. Eck, 2016, Center for Problem-Oriented Policing. Copyright 2016 by U.S. Department of Justice; adapted from ‘Crime
prevention: Approaches, practices and evaluations’ by S. Lab, 2013. Copyright 2013 by Routledge

5 Analysis and results

5.1 Stage One—systematic review and SCP Biosecurity Rubric

The systematic review and Thematic Analysis resulted in the extraction of 842 unique biosecurity practices from publications of
recommended biosecurity practices. There were a total of 2074 biosecurity practices analysed, including dual-purpose practices
(n � 706) and duplicates (n � 1232). The Thematic Analysis produced 164 initial themes resulting in the development of 26
biosecurity sub-themes [32, 34]. Biosecurity sub-themes generated from the Thematic Analysis aligned with 10 of 25 possible SCP
techniques, resulting in the Biosecurity SCP Rubric being partially (40%) populated. The study found that biosecurity sub-themes
aligned across the SCP techniques of Target Harden, Control Access to Facilities, Extend Guardianship, Assist Natural Surveillance,
Reduce Anonymity, Avoid Disputes, Set Rules, Post-Instructions, Alert Conscience, and Assist Compliance. Subsequently, the
Biosecurity SCP Rubric (Fig. 1) was found to be constituted by 10 SCP techniques (shown in green), revealing the SCP categories
and techniques which are absent (shown in red) from publications of recommended biosecurity practices.

However, determining the extent of security underpinning within the biosecurity sub-themes aligned with SCP categories was
challenging. Although the biosecurity sub-themes were aligned with 10 SCP categories, this was not indicative that biosecurity sub-
themes included conventional security measures designed to mitigate malicious threats. For instance, while biosecurity sub-themes
were aligned with SCP Technique #1 Target Harden, the majority (76%) of recommended biosecurity practices within this group
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related to the biosecurity sub-theme Infection Prevention and Control, that is, the sub-themes did not account for malicious actors.
Biosecurity practices included measures such as vaccination and treatments, disinfectants, Personal Protective Equipment (PPE),
and hygienic practices such as washing, cleaning, etc. ‘Target Hardening’ in this case did not include physical security measures to
secure the physical environment [35, 38].

In contrast to the broader security theories and principles, which include ‘Target Hardening’ assets through the application
of conventional security measures, the recommended biosecurity practices were predominantly intended to reduce pathogenic
opportunity by obstructing the entry, establishment, and spread of pathogens among livestock, essentially ‘Target Hardening’
the livestock. Consequently, the Biosecurity SCP Rubric was found to be constituted by practices which are primarily aimed at
preventing the ‘pathogenic offender’ (naturally occurring and accidental threats), rather than measures to prevent and detect the
‘human offender’ with malicious intent (deliberate threats) [36, 39, 61]. Therefore, despite some alignment of biosecurity sub-themes
with SCP categories in the Biosecurity SCP Rubric, the degree of security theories and principles underpinning biosecurity practices
was exceptionally limited, indicating the capacity for recommended biosecurity practices to mitigate malicious human actions is
also likely to be limited [31, 34, 35, 38].

Furthermore, the study found evidence of a deficit in security measures across all publications of recommended biosecurity
practices. For instance, the systematic review of biosecurity publications uncovered a complete absence of recommendations for
physical and procedural security measures such as the installation of CCTV, security lighting, vehicle exit barriers, farm-based
monitoring and intrusion detection systems, security/background screening for employees, and IT/cybersecurity (such as computer
and information security). Subsequently, the low density of biosecurity sub-themes within the Biosecurity SCP Rubric combined
with the absence of physical and procedural security measures provided substantive evidence that the current recommendations of
biosecurity practices are not adequately underpinned by preventative security theory and practice. This lack of security underpinning
within the current framework signifies that recommended biosecurity practices may have a limited efficacy in reducing opportunities
for malicious centered threats (see [32, 34]).

5.2 Stage Two—MDS evaluation

The Multidimensional Statistical Scaling (MDS) analysis presented a visual representation of the proximity distances of biosecurity
themes in multidimensional space, to validate the structure and placement of sub-themes within the biosecurity Situational Crime
Prevention (SCP) Rubric [42, 44]. Validation of sub-themes within the Biosecurity SCP Rubric was achieved through identification
and interpretation generated proximities (clustering) within the two-dimensional MDS Common Space map. Interpretability of the
Common Space map at two-dimensions was high (Shinkareva et al., 2013, p.4). The Normalized Raw Stress value at two-dimensions
was 0.00119, and the corresponding Stress-1 value was 0.03453a, supporting the Goodness-of-Fit of the data as ‘Excellent’ based
on Kruskal’s Stress formula [42, 43, 62].

Clustering of object points within the MDS Common Space map supported the placement of biosecurity sub-themes within
the SCP Rubric due to the close proximity of object points [42, 53]. In total, three out of 10 SCP techniques were tested with
MDS. All SCP categories and biosecurity sub-themes were clustered consistently within the Common Space map (Fig. 2), with the
exception of Display Emergency Contact Lists. Figure 2 explicitly identifies clustering of items tested from SCP Rubric Square #2;
SCP category (Control Access to Farm), and biosecurity sub-themes (Reduce Number of Entry Points to Property; Secure Fences).
Clustering of items tested from SCP Rubric Square #24 is also clearly identifiable: SCP category (Support Biosecurity Compliance)
and biosecurity sub-themes (Comply with Biosecurity Legislation; Implement a Biosecurity Policy).

Testing of SCP Rubric Square #22 (Display Instructions) was not as strongly clustered; although the SCP category Display
Instructions and biosecurity sub-themeDisplayBiosecurity Signswere closely located, the biosecurity sub-themeDisplayEmergency
Contact Lists was distinguishable as an outlier [52]. Ambiguity of terms may have influenced the isolated placement of this sub-
theme rather than incorrect alignment within the SCP Rubric. Subsequently, the position of Display Emergency Contact Lists as
an outlier may be attributable to variation in participant interpretation. The clustering of all other object points within the MDS
Common Space map was consistent with the structure and placement of biosecurity sub-themes within the SCP Rubric [42]. The
MDS analysis therefore validated the placement of biosecurity themes within the SCP Rubric.

5.3 Situational Crime Prevention (SCP) framework toward biodefence

As a result of identified theoretical security deficits, the study found that the current recommendations of biosecurity practices
may address naturally occurring and accidental biosecurity threats but may not adequately mitigate malicious threats to cattle
production enterprises. Subsequently, Australian cattle production enterprises, and potentially other primary production enterprises
both nationally and internationally, may have a high level of vulnerability to malicious biosecurity threats, requiring the application
of security measures underpinned by security theory for malicious threat mitigation.

To mitigate naturally occurring, accidental, and malicious biosecurity threats in alignment with international biodefecse strategy,
recommended biosecurity practices must be underpinned by established security theory. Subsequently, the SCP Rubric for biodefence
(Fig. 3) was developed in response to the primary research question as a consolidated SCP framework, addressing malicious
biosecurity threats through the application of combined security and biosecurity measures within each of the 25 SCP techniques.

123



Eur. Phys. J. Plus         (2024) 139:573 Page 7 of 11   573 

Fig. 2 MDS spatial representation
of SCP categories and biosecurity
sub-themes

This SCP framework toward biodefence converges biosecurity and security as a bilateral approach to mitigating naturally occurring,
accidental, and deliberate biosecurity threats, demonstrating how the agricultural sector can be included within a wider national
biodefence strategy.

6 Discussion

While the SCP Rubric for biodefence proposes several preventative practices, the specific implementation measures required to
contextually address and reduce human opportunities should ultimately be developed with the involvement of industry. Consultation
with owners and operators of cattle production enterprises is imperative to assess the potential costs and impacts of recommended
techniques and measures on operations, production, animal welfare, organizational culture, or other environmental and contex-
tual considerations. Consultation may also facilitate the development, implementation, and standardisation of SCP techniques for
biodefence across production enterprises and wider industry sectors [1, 2, 25, 63–66].

The study explored the degree to which recommended biosecurity practices incorporate preventative security measures for the
mitigation of malicious threats at the farming level and, specifically, in cattle production enterprises. The study identified deficits
in the theoretical security underpinning of the Australian biosecurity framework at the farming level. Subsequently, the research
engages in national security discourse, establishing that the current biosecurity recommendations at a primary production and
industry level do not account for malicious actors. Of significance is that the study identified key vulnerabilities for national security
strategies, highlighting that the intent and capabilities of threat actors may exceed the current levels of situational preventative and
defensive measures applied to cattle production enterprises. Therefore, the study not only provides insight as to the likely efficacy of
the existing biosecurity framework to reduce opportunities for malicious biosecurity threats but also signals the potential physical
vulnerability of primary production enterprises and the agricultural sector more broadly. Consequently, without change, security
vulnerabilities within cattle production enterprises at the farming level could be exploited by malicious actors, with profound social
and economic consequences.

While the SCP framework toward biodefence demonstrates an approach in alignment with international biodefence strategy,
there are several limitations and considerations. Firstly, the study acknowledges that SCP techniques do not constitute a Physical
Protection System (PPS), and therefore, mitigation of malicious threats may require preventative techniques in addition to targeted
security practices, drawing from theory and principles across the ‘spectrum of security’ [67, 68]. Furthermore, there are limited
empirical data on the efficacy of SCP to mitigate malicious threat actions in an agricultural context. This aspect is likely due to
the limited data concerning malicious biosecurity threats and activity in agriculture, in addition to the difficulty in accessing and
obtaining data from other environments, contexts, and events such as terrorist attacks [69].

Secondly, the SCP Rubric for biodefence presents a preventative methodology for opportunity reduction only. While there is little
criticism for SCP as the theoretical basis for implementation of techniques in the pursuit of biodefence, SCP must be encapsulated
as a foundational pillar within a wider security theory and applied as a process for malicious threat mitigation in agriculture. The
SCP Rubric for biodefence may therefore require extension beyond preventative methods to include preparedness, risk assessment
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Fig. 3 SCP Rubric for biodefence. Note: Adapted from ‘Crime Analysis for Problem Solvers in 60 Small Steps’ by R.V. Clarke and J.E. Eck, 2016, Center
for Problem-Oriented Policing. Copyright 2016 by U.S. Department of Justice; adapted from ‘Crime prevention: Approaches, practices and evaluations’ by
S. Lab, 2013. Copyright 2013 by Routledge
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(including threat, vulnerability, and criticality), security risk treatment, and protection methods such as Defense in Depth (DiD) and
Protection-in-Depth (PID), as well as recovery planning and strategy [68, 70, 71].

Thirdly—and while acknowledging the role of SCP as a theoretical and foundational pillar—the SCP Rubric for biodefence
provides an architecture of techniques to reduce opportunities for malicious action. However, a broader approach to biosecurity
requires a deeper framework with the strategies and techniques derived from a risk-based approach. As there is no set prescription
for the application of SCP techniques, this means that the framework of SCP techniques requires specific contextualisation and
development for agriculture. Subsequently, an SCP Rubric for biodefence with embedded bilateral SCP techniques must be trans-
formed into an overarching model with an actionable methodology or process which can be implemented, monitored, reviewed, and
managed by cattle production enterprises.

Consideration of the SCP Rubric for biodefence suitability must also acknowledge that malicious threats will not be prevented
exclusively by the introduction of bilateral SCP techniques in cattle production enterprises. Malicious threat mitigation requires
the application of a Biological Protection-in-depth methodology, building on existing multidimensional, multisectoral, and multi-
jurisdictional structures and mechanisms. For instance, governance and risk frameworks which introduce policies, procedures, and
mechanisms at the international and national levels support threat mitigation at the community and enterprise level. These mecha-
nisms, together with intelligence, law enforcement, and other agencies and structures may determine how threats are informed and
assessed and facilitate the provision for additional measures at national, state, and territory levels [1, 2, 26, 65]. Consequently, the
implementation of SCP Techniques for biodefence is something that may be achieved at an enterprise and community level with
the explicit support of state, territory, and federal agencies.

A collaborative approach with the involvement of community will assist in determining the appropriateness, practicalities, and
limitations of implementing such measures. Such an approach may adequately inform policy, particularly in terms of which measures
may be feasible, enforceable, and scalable in the event of a biological event or incident, as well as providing some indication of which
measures can or should be mandated as part of a national Agricultural Biodefecse Strategy. Taking into account these considerations,
preventative measures contained in the SCP Rubric for biodefence must be encapsulated as a foundational pillar within a wider
security framework and applied in a systematic manner consistent with security theory. Subsequently, practices developed from
the SCP Rubric for biodefence may provide a foundation for further research and development of an overarching biodefence
methodology for agricultural enterprises.

7 Conclusion

The study explored the extent to which the Australian biosecurity framework is underpinned by preventative security measures by
applying Situational Crime Prevention (SCP) theory to biosecurity practices recommended for cattle production enterprises. The
study established that the current recommendations of biosecurity practices at the farming level are not adequately underpinned by
security theory. The biosecurity Situational Crime Prevention (SCP) Rubric was constituted by practices which are primarily aimed
at preventing the ‘pathogenic offender’ (naturally occurring and accidental threats), rather than measures to prevent and detect the
‘human offender’ with malicious intent (deliberate threats) from a situational perspective at the farming level. Such an absence of
broad SCP representation may impact on the degree to which biosecurity practices are able to prevent malicious threats; therefore,
the results of the study indicate Australian cattle production enterprises may currently have a high level of vulnerability to malicious
biosecurity threats [1–3, 36, 39]. While the likelihood of Australian cattle production enterprises being the target of a deliberate
biological attack is unknown, the potential capabilities of malicious actors—and potential consequences should such an attack be
perpetrated—warrant explicit preventative action for biological preparedness in agriculture.

The study signifies a key vulnerability for the Australian agricultural sector and for national security, as the intent and capabilities of
threat actors may exceed the current level of preventative and defensive measures applied to cattle production enterprises—sustained
global terrorism, the recent targeting of Australian farms by animal activists, and the pace and magnitude of progress in biotechnology
suggests the potential threat to cattle production enterprises should not be overlooked or dismissed by policymakers.

The SCP Rubric for biodefence demonstrates how security theory can be embedded within biosecurity frameworks and may
therefore be appropriate as a bilateral architecture of preventative practices for cattle production enterprises. The SCP Rubric for
biodefence converges biosecurity and security measures to reduce opportunities for biosecurity threats to cattle production enterprises,
but may also inform and support biosecurity efforts across agricultural sub-sectors in Australia. In alignment with biodefence strategy,
this architecture has been developed as an evidence-based and holistic approach to mitigating naturally occurring, accidental, and
malicious biological threats and may therefore guide the consolidation of biosecurity and biodefence strategy in the Australian and
international agricultural sectors more broadly. The research provides a significant and timely reference point for policy makers
in redefining biological preparedness in Australian agriculture and may assist the wider agricultural sector, both nationally and
internationally, to mitigate and address threats across the biological risk continuum.
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